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Section #2
What new in 12.2?
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WPROXMOX

Ushering in the new era of Proxmox

Key functionality:
* Image-based backups for Proxmox VE VMs
* Cross-platform restores

* Instant Recovery to vSphere, Hyper-V, AHV

* Full VM recovery to other platforms

and public Cloud
* Leverage many existing Veeam Data
Platform features
* Immutability and backup data lifecycle

 Multi-factor authentication and
four-eyes authorization

* Comprehensive reporting with Veeam ONE
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NUTANID

Streamline Day 2 Operations

Prism Central integration

» Category (“tags”) support (backup source, restore)
e Prism Central image management

« Single appliance instance

Expanded backup customizations
e Adjust block size, compression, and swap file exclusion

* Nutanix Guest Tools processing control
* Backup from secondary copy (Nutanix replica)

Multiple network support (appliance and workers)
e Support dedicated backup networks

* Assists with complex networking configurations
 Compatible with VBR's Preferred Networks
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‘ mongoDB.

Comprehensive, Intuitive, Reliable

Key functionality:

* Powered by Veeam Agent for Linux
* V1 provides support for Linux workloads
* Deployed and managed through Protection Groups
* Incremental, synthetic fulls, and block cloning
* Image-based backup provides additional
recovery options

High-speed recovery with Veeam Explorer for MongoDB
Extensive lifecycle capabilities

Support for object storage and hardened
repositories and deduplication appliances

GFS retention and backup copy
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Veeam Data Platform Foundation

What's New

Direct to Archive storage

* Send backups from Performance tier to Archive tier

* Ideal for Write Once Read Never (WORN) compliance
New roles within Veeam Backup & Replication

e Security Administrator

* Incident APl Operator

Microsoft Azure Expanded support:
* Azure Cosmos DB
* Azure Data Lake Storage Gen2

AWS Expanded support:
* Amazon FSx
 Amazon Redshift

HPE Alletra MP Primary Storage Snapshot Immutability
* Allows for the creation of more frequent immutable recovery points
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Veeam Data Platform Foundation

What's New cont'd

Microsoft Azure Expanded support:
* Azure Cosmos DB
* Azure Data Lake Storage Gen2

AWS Expanded support:
* Amazon FSx
 Amazon Redshift

HPE Alletra MP Primary Storage Snapshot Immutability
* Allows for the creation of more frequent immutable recovery points
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Veeam Data Platform Advanced

Support for Veeam Data Cloud Vault

Compliance Reports:

Workload Protection
Backups on repository
Backup billing
Capacity Planning
Custom Reporting

Day 2 Operations:

Space usage trends
Detailed usage per workload
Protected workloads details
Dedicated real-time alarms
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Veeam Data Platform Advanced

Comprehensive Proxmox VE and oVirt KVM Reporting

Protected VMs (KVM Environments)
Workload Protection History

Backups on Repository

Capacity Planning for Backup Repositories
Immutable Workloads

Scale-out Backup Repository Configuration
Job History

Backup Inventory

OOOOOOOO
QOOOOOOOO

Data Sovereignty Overview

Veeam Backups File Growth

Backup Copy Job

GFS Backup Files

Latest Job Status

Malware Detection

Backups Alarms Overview/Current Overview

Tape Reports
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Veeam Data Platform Advanced

Other Veeam ONE Improvements and Enhancements

Expanded Health Check alarms
*  Veeam ONE Database
* VBR connection failures

e Data collection failures on objects

Workload exclusions for Veeam Threat Center score
* Data protection status
e RPO anomalies

REST Alarms unique ID for better integration
* XDR, Vault, Proxmox oVirt KVM, VB365
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Veeam Data Platform Advanced

New for Veeam Backup for Microsoft 365 v8

* Platform support for proxy pools
and Linux proxies

* Immutability on primary jobs

e Restore Operator Dashboard including:
*  Who performed a restore
*  What item was recovered

*  Where was it restored to

e Scopes include:

* Per organization, restore type,
application type.

* Real-time alarms ServiceNow Incident,
Email notification, syslog/SNMP Trap
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%y paloaltor

NETWORKS

Coming Soon: Veeam App for Palo Alto XSIAM and XSOAR

* Centralized view of security-related ey e
activity across your environment,
now including your Veeam backups

«  Pre-configured monitoring and o 1 ; O

security dashboards allow for -
easy setup and installation I

Veeam Backup & Replicatic ity Events All Security Activities

Update Interval 24 e Lot Ug

* Automated, Al-powered investigation
saves analysts from alert fatigue and
manual processes

* Scalable, Al-powered incident response
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The Veeam App for Splunk brings Veeam event data into Splunk

Built-in dashboards to
monitor job statuses and ) s v
security events in real-time -
Built-in reports and alerts
Severity level management
for events and alerts
Multiple Veeam Backup &
Replication server support
Multiple data source
locations support
Role-based permissions for
locations

App configuration backup

£l Adddats 7) Sedrch your dota (5% Visuslize your data Q_ Add team members
2 nadaat T " Create dashbosds = g your team members &

EEEEEED
4




Veeam Data Platform:

Data Resilience for your Business
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Veeam Data Platform

Zero Trust Generative Detect + Identify Security and Recovery Orchestration

Data Resilience Al Threats Observability and Compliance

Data Protection & Al Alpowered Proactive Security Analytics, Intelligent Threat Orchestrated GRC Forensic

Verified Recovery Assistant Malware Thred Integrations Discovery & Diagnostics &  Health Recovery & Audit Triage

Detection  Hunting Reporting Remediation Center Validation Documentation
Foundation \ V¥ 4 \ ¥ 4 \ V' 4 — — — = — — — —
Advanced \ W g A\ W 4 \ ¥ 4 \ ¥V 4 AV 4 \ V4 2 “ - — =
Premium \ ¥ 4 \ ¥ 4 \ W 4 \ W 4 A\ V 4 \ ¥ 4 s \ ¥ 4 A\ V 4 \ ¥ 4 AV 4
veeam + Coveware Incident Response Subscription
Cyber + Up to $5M Ransomware Warranty
+ Secure

- 24/7/365 SWAT Team with 30min SLA to help
+  Onboarding, Implementation, Quarterly Health Assessments for Security Best Practices
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