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MOTHER NATURE

Extreme Weather Events
Power Outages
Non-Occupational Disease

HUMAN-MADE

Active Shooters
Terror Attacks
Traffic Accidents

B &

CRITICAL INCIDENTS  ////// /s ===
Cyber Security Attacks ' ‘
Political Unrest

IT / Network Outages

Supply Chain Disruptions

)ED
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LACK OF NOT SECURE COMPLEX i COMMUNICATIONS
= INFORMATION = OROUTDATED | GAP
SOLUTIONS "
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Top 10 Risks

HOW ARE
ORGANIZATIONS
IMPACTED?

299 »
290 o

1. Disease outbreak 6. Interruption
2. IT or telecoms incident to utility supply
3. Adverse weather or /. Fire
natural disaster 8. New laws or regulations

4. Cyber security incident 9. Supply chain disruption

or data breach 10. Reputation

5. Critical infrastructure damage/PR crisis
failure
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CONSEQUENCES

OF DISRUPTION

Loss of
Productivity

62.1*%
I

Negative Impact on
Morale/Wellbeing

68.1%
.

Staff Loss or
Displacement

Increased cost of
working

37.9%
_

Loss of Revenue

43.0%
[

Source: BCI Horizon Scan Report 2022
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The ability to securely share \\ ‘ 1
information within and | ‘
across organizations has

never been more important. / :

-y

Improve Keep people Be well-
resiliency safe and equipped to
morale high deal with

critical events

g BlackBerry. Intelligent Security. Everywhere.



DUTY OF CARE AND
BUSINESS / CONTINUITY

Keep people safe and operations running
during planned and unplanned events

COMMUNICATION AWARENESS CONTINUITY

» Geopolitical advisories
Response team
coordination
Policies and procedures
Event logistics
Travel updates

» Health survey

» Recent or planned travel
 Location awareness
 Situation awareness

« Alternative work
arrangements
« Staff Recall
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PROTECTING
THE PUBLIC

MULTIPLE
DEVICES

Mobile push notifications
Text messaging
Voice

TARGETED
NOTIFICATIONS

Pandemic

Civil unrest

Active shooter

Wildfires

Hurricanes and tsunamis
Flooding

Traffic

Email

Social media

Digital displays
Integrated Public Alert &
Warning System (IPAWS)

SINGLE USER

INTERFACE

SMS opt-in
Register

Manage subscriptions
Manage devices
Send notifications

Review reports

g BlackBerry. Intelligent Security. Everywhere.

© 2021 BlackBerry. All Rights Reserved.

10



f‘ BlackBerry.

AtHoOC.

IN TIMES OF CRISIS, SITUATIONS CHANGE QUICKLY.

Get information to and from your people. Understand the real-time impact of an
incident. And make informed safety-critical decisions.

i & v =

Alert Account Collect Connect Situation

Response
@ @ @ @ @ @
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TRUSTED BY GLOBAL CUSTOMERS FOR SAFETY AND SECURITY
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TRUSTED BY US FEDERAL GOVERNMENT

U PARTA
P

Y.

Transportation
Security
Administration

U.S. Immigration
and Customs
Enforcement

DEPARTMENT
OF HOMELAND
SECURITY

el |

-

=
-
&y

DEPARTMENT
OF DEFENSE

FEDERAL
CIVILIAN
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COMMITMENT

TO THE HIGHEST
INFORMATION SECURITY
REQUIREMENTS

StateRAMP

Certified StateRAMP Ready
(*The only certified CEM provider)

g BlackBerr)ﬂ Intelligent Security. Everywhere.

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

AtHoc Cloud Systems follow
NIST SP 800-53 IA controls

& R

£/

DESIGNATED
SAFETY ACT
%ﬁanwﬂ"’#

DHS SAFETY Act Approved
Technology

DEFENSE INFORMATION SYSTEMS AGENCY

Department of Defense
Information Network Approved
Products List (DODIN APL)

FedRAMP

FedRAMP Authorization
with 16 ATOs granted to date
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HOW ATHOC KEEPS PEOPLE SAFE
AND ORGANIZATIONS RESILIENT Lo

Solution Overview D




P Alert DELIVER SECURE MASS

NOTIFICATIONS AND e
{ Account TWO-WAY COMMUNICATION '
Rich media content / /,/://
¢ Collect ///,/, . g ’
Target users S -
S “qﬂ]"
Any personal or NN

® Connect public devices \\
) \\\ \\\
Enterprise-class, \

flexible deployment N

¢ Situation .
Response \‘ @%
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ATHOC ALERTING PROCESS

Alert
Activation

Manual Alert Activation (Web)

IP Phone Panic Button

IP Camera Motion Detection

D iPhone or Android Mobile Alert
@)
]

Access Control

Fire Alarm

*}K Weather Warning
%
g& Other Systems

g BlackBerry. Intelligent Security. Everywhere.

AtHoc Alerting
System

AtHoc

0 BlackBerry

= Unified Notification

= Response Tracking

= Event Monitoring

= Scenario
Management

= Recipient Directory

= Real-Time Reporting

= Personnel

Accountability

Alert
Outputs

_}

AtHoc Network
Alerting System (NAS)

AtHoc Unified
Communication
Interface (iPBX)

Secure Public Cloud

AtHoc Digital
Display Interface

AtHoc IP Integration
Module (IM)

AtHoc Radio
Interface

AtHoc IPAWS OPEN

Interface

DI |
g
“
—}-
Y
e

Desktops, Smartphones,

Tablets, Email

Social Media

VolP Phones, Landline,

Cell Phones

SMS Text, Mobile
App, Email

Digital Displays

Giant Voice/Public
Address, Fire Panels

VHF/UHF/Nextel
PTT Radios

Emergency
Alerting Systems
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P Alert GAIN REAL-TIME VISIBILITY

98% l
INTO YOUR PERSONNEL =S B
1, SAFETY AND STATUS
ccount S
%% s i
Wﬂj Post-emergency Uer
e Collect accountability Responses \
Recovery & mission ser e First
continuity T 7| Responders
. Supervisors —~
® Connect MUSterlng Operators Integ rated = Leadership

Third-Party 7

Travel Systems

Call Centers /

¢ Situation
Response Citizen

Directory

Community
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? Alert CAPTURE CRITICAL

INFORMATION FROM
| USERS TO ACHIEVE

SITUATIONAL AWARENESS
¢ Collect Mobile application

Real-time location
tracking

@ Geo-tagged rich media E}D

® Connect

Field reporting

¢ Situation Smart Card authentication
Response with derived credentials
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P Alert CONNECT TEAMS ACROSS ORGANIZATIONS TO
EXCHANGE CRITICAL GEO-BASED COMMUNICATIONS

A t .
1 Aocoun Global directory

Secure information sharing

¢ Collect Geo-based collaboration

A : ed Jrganization
ornelard Sacin pry
® Connect -
OrganizationMame ~ Seer  Location  Conmection Requi a5t
P Alerneds 03K TS
&
to All Sectors
B ycisenizny * Solocted Sect
& o Athes
& o o x
9 q :
¢ Situation g o
Response & = s
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® Alert Respond Collaborate

¢ Account

¢ Collect

¢ Situation
Response

7

Home > Fans > Weather Plan

Thits < a description of thi

Create Mlert

Select Alert Template

Select Type

BlackBerry. Intelligent Security. Everywhere.

i eould be  short description, of It could be quite

Hame > All Instances Flbbﬂilig at Corporate

Summary

Status  Live

Start Date 0505719 154551

i Motify Employees in Phoenix

Dascriptions can be shorter, like this.

Progress

Bach End Inszance

compeson.

Activity Log

[

#

Suspicious Package
3 participants

tion Manager (You) Allan Bullock

Duration 3 Duays, 4 Howrs, 12 Minutes Andy Axelson
Summa Revit A
i Expected Duration 5 Days At A Glance @ © Security has been
Sttus  Drat End Data notified and will
i Alert Flesding on First Floar of Corporate... TN respond to determine
Thle  Flooding st Comorste Title  Flooding at Corporate next steps. Shift
Goeta supervisor has been
j i notified
Description Mot Fouding on Uhe Frst floce g iption  Major Alaoding an the fiest floor af the i
? Connect e e hot o coee
at 1734 Wasahaches Drive. = Add ‘Wasahaches Drive. Stacy Trucott
Jay - " Callsbarate Emengency _ G- © Please initiate
Expected Duration  Days s s . S Paokss
Send Alert to Management Team alert.
Trainees This is a description of this shep It could be a short descripiion, o it Acount Personnel Count Due to Flood _
could be quite a few wards. Matt Moore
+ Add Trainee @ ) Suspicious Package
Lecal Weather Termplate alert has been sent to
all on duty personnel.
Send Alert i Management Team
Matt Moore

L=

© Initiate the Suspicious
Package plan.

Andy Axelson

7]

© All personnel have
been notified to stay
away from the area
until further notice or
an all clear message
has been sent
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Security HR SOC Building Mgt.

7 Account v

Local Incident Management Team (LIMT)

¢ Collect
Sensor Detection Threat Activate Incident Real Time Mass Notification Accountability
Intelligence, Response Plan Collaboration
Maps and Feeds
Civil Unrest Impacted Incident LIMT Alert Users Employees
Location Response Plan
? Connect

¢ Situation
Response

7
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MANAGE THE FULL CRITICAL
EVENT LIFECYCLE

Validate
Incident
Report

Assess Enhance
Risk and Awareness
Develop and Resiliency

Collaborate and
Deploy
Resources

Alert
Stakeholders
with Mass

Track Recovery
Progress

Track Status of Review Incident
Employees Log, Report and
Audit

Response with Tests and
Plans Exercises

Notification

iy T
A = o Gy =2

G Y UK
AtHoc Situation AtHoc Situation AtHoc AtHoc Alert AtHoc Situation AtHoc AtHoc Account AtHoc Situation
Response Response Collect/Connect Response Account/Collect/ Response
Connect

g BlackBerry. Intelligent Security. Everywhere.
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|

MAKE BETTER SAFETY
AND OPERATIONAL
DECISIONS WITH f::ﬂgrszz:?s;f;aam ‘
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Reach individuals, teams, and
the public anywhere anytime

AND TIMELY Zfséaf.“:?a;iz%‘;’:zz "
COMMUNICATION

s TN = A\

Locate, task and manage
on- and off- duty teams

Securely collect and share 1/
Images across key sites
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THE TRUSTED CHOICE

Secure, integrated personnel
accountability

Unparalleled data and PIl security backed
by FedRAMP, StateRAMP and others

Cross-platform integration across on-
prem, hybrid or cloud environments

Powerful, seamless and secure
collaboration between organizations

BN 7 "5

Experienced, trusted partner of the US
government at the enterprise level

Comprehensive support during
onboarding, implementation and beyond
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Thank you

o BlackBerry. Intelligent Security. Everywhere.
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